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Data protection notice for suppliers, business contacts, 
freelancers, and their employees 

 
 

As of September 2025 

We, EnBW Energie Baden-Württemberg AG, take pro-

tecting your personal data very seriously. This notice is 

to inform you how we process your personal data and 

what rights you have with regard to your personal data. 

1 Who is responsible for processing your personal 

data and how can you contact the Data Protec-

tion Officer? 

Responsible for processing your data is: 

EnBW Energie Baden-Württemberg AG  

Durlacher Allee 93 

76131 Karlsruhe 

Phone: +49 721 63-00 

Email: kontakt@enbw.com 

If you have any questions, suggestions, or complaints, 

please do not hesitate to get in touch using the contact 

details provided above. 

You can also contact our Data Protection Officer 

at datenschutz@enbw.com. He will be happy to assist 

you with any questions regarding data protection. 

2 What categories of personal data are processed, 

and where does the data come from? 

(1) We process the personal data that we have received 

from you or your company/employer. This includes, in 

particular: name, first name, business contact details 

(e.g., business address, telephone number, email ad-

dress), as well as other personal data that you provide to 

us as part of our business relationship, such as, mes-

sages in online portals such as our e-procurement suite, 

or your responses to customer surveys.  

(2] In addition, we also process data that we have law-

fully obtained from other sources. This includes, in par-

ticular: data that we obtain from public sources, e.g., 

from your company's website, commercial registers, ad-

dress databases, company directories, or from other 

EnBW Group companies with which you have business 

relationships. 

(3) If you provide us with a performance or competency 

profile of one of your employees in the form of a docu-

ment or online access, we assume that the necessary ob-

ligations in this context (particularly under Article 13 

GDPR) have been fulfilled as part of the employment or 

contractual relationship between you and the individual 

concerned. The responsible entity within the meaning of 

the GDPR is the contractor. Our involvement relates to 

the internal provision for the purpose of internal infor-

mation sharing within the EnBW Group and affiliated 

companies regarding the performance and competence 

profiles you offer. 

3 What are purposes and legal basis for the pro-

cessing of your personal data? 

We only process your data if we have either obtained 

your consent for data processing or if the processing is 

legally permitted. 

3.1 Processing of your data for the purposes of con-

tract initiation and/or contract execution (Article 

6(1)(b) of the General Data Protection Regulation 

- GDPR) 

We process your personal data for the purposes of es-

tablishing, fulfilling, and executing a business relation-

ship with your company/employer. In particular, 

personal data is used for the purpose of contacting you. 

Additional purposes for data processing may arise from 

the respective contractual relationship. The details can 

be found in the contract documents in such cases. 

3.2 Processing of your data based on legitimate inter-

ests (Article 6(1)(f) GDPR) 

(1) In addition to processing your data for the purpose of 

fulfilling a contract, we also process your data based on 

our legitimate interest or the legitimate interest of a 

third party, provided that your interests worthy of pro-

tection do not outweigh ours. These include the follo-

wing processing purposes: 

 Processing your data for supplier/business partner 

management purposes, provided this is not already 

required as part of the establishment, fulfillment, 

and execution of a contract. This also includes the op-

eration of supplier portals or conducting supplier 

evaluations. 

 Sharing your data with the relevant contacts in our 

group companies for the purpose of expanding, 

shaping, and/or deepening the business relation-

ships between your company/employer and our 

group. 

 Processing your data for direct marketing purposes 

and direct contact – provided this is legally permitted 

or you have given us your consent. 

 Further development of products and services. 

 Assertion of legal claims and defense in legal dis-

putes. 

 Ensuring the security and operation of our IT systems 

as well as further development of these measures. 

 Exercising our property rights, visitor management, 

and access controls. 

 Trade fair and event invitations, as well as event and 

participant management, including video and film re-

cordings of events. 

 Prevention and investigation of criminal offenses. 

 Measures for business management. 

 Fraud prevention. 

 Management of our business risks. 

 Anonymization of data to enable extended analyses 

based on non-personal data. 

(2) We process your data for the purposes mentioned in 

paragraph 1, where possible, in each individual case, in 

a pseudonymized form. This means that you can no 

longer be directly identified during the respective pro-

cessing by us. 

3.3 Processing of your data based on legal require-

ments (Article 6(1)(c) GDPR) 

We are subject to various legal obligations, such as the 

Money Laundering Act, tax laws, commercial regula-

tions, and energy-related regulations. The purposes of 

processing include fulfilling tax-related control and re-

porting obligations, sanctions list checks, fraud and 

money laundering prevention, concession management, 

as well as energy market communication processes. 

3.4 Processing of your data based on consent pro-

vided by you (Article 6(1)(a) GDPR) 

Data processing also takes place if and to the extent that 

you have consented to data processing in accordance 

with the requirements of Article 6(1)(a) GDPR. The pur-

poses of data processing are determined by the respec-

tive consent. 

4 To which categories of recipients is your data 

transmitted? 

(1) We treat your data confidentially. Within EnBW Ener-

gie Baden-Württemberg AG, only the departments and 

employees who require access to your data to fulfill the 

aforementioned purposes will receive it. 

(2) EnBW Energie Baden-Württemberg AG is part of the 

EnBW Group and collaborates with other group compa-

nies. The transfer of personal data to other group com-

panies primarily occurs for the purposes mentioned in 

section 3.2, paragraph (1), points 1 and 2. Beyond this, 

personal data is only transferred to other group compa-

nies if there is a legal basis for doing so and it is neces-

sary for one of the other purposes mentioned above. 

[3] Personal data is only transmitted to other third par-

ties if it is necessary for the purposes mentioned above 

and legally permitted, or if you have previously given 

your consent. To fulfill our obligations, we rely on the as-

sistance of service providers or other third parties. These 

include, in particular, the following categories of recipi-

ents who may receive data: 

 Call centers 

 IT service providers 

 Marketing service providers 

 Advertising agencies 

 Logistics and postal service providers 

 Printing service providers 

 Consulting and advisory services 

 Market and opinion research 

 Debt collection agencies and lawyers 

 Financial institutions and payment service providers 

 Network operators 

 Metering point operators 

 Authorities 

 Selected specialist companies, installers, craftsmen 

 Data analysis specialists 

 Document and data carrier disposal services 

 Transportation companies as well as accommodation 

and hospitality businesses 

 Balancing group management 

 Commercial agents 

 Sales agencies/distribution 

 

5 Is the data also transmitted to recipients in coun-

tries outside the European Economic Area? How 

is an adequate level of data protection ensured? 

(1) We also transfer your data to service providers and 

agents located in third countries outside the EU or EEA. 

Compliance with an adequate level of data protection is 

ensured based on adequacy decisions under Article 45 

GDPR or through other appropriate safeguards under Ar-

ticles 46 ff. GDPR. Please note that in the case of data 

transfers to third countries, there is still a general risk 

that an adequate level of data protection in line with Eu-

ropean law may not be present, and data subject rights 

may not be fully enforceable. For data transfers based on 

Art. 46 et seq. GDPR, you can request a copy of the rele-

vant guarantees from us using the contact details pro-

vided above. 

(2) For data transfers via administrative access, access 

from another third country may also be possible, as sys-

tem operability is often ensured based on the follow-

the-sun principle. However, your data is not stored in 

mailto:kontakt@enbw.com
mailto:datenschutz@enbw.com


 

Seite 2/2 

additional countries. In these cases, data access only oc-

curs if we have ensured compliance with an adequate 

level of data protection. 

6 How long will your data be stored? 

(1) We process and store your personal data as long as it 

is necessary for the purposes mentioned above and/or 

for legal retention obligations, and until all mutual claims 

have been fulfilled. Once the purpose underlying the col-

lection has been fulfilled, the data is regularly deleted 

unless temporary further processing is required. 

(2) Legal retention obligations of up to 10 years arise, for 

example, from the Commercial Code, the Tax Code, and 

the Money Laundering Act. 

(3) In certain cases, limitation periods of up to 30 years 

may apply, making it necessary to retain your data to 

preserve evidence. 

[4] The performance and/or competency profile(s) will 

be deleted immediately upon request by you or the re-

spective data subject. However, there may be a time de-

lay in cases of decentralized storage. As the procurement 

department, we will immediately cease processing the 

personal data of the data subject in accordance with 

Chapter 8 for the purpose described in Chapter 3, para-

graph (3). 

7 What rights do you have regarding your data? 

Regarding the processing of your personal data, you 

have the following rights: 

 Under Article 15 GDPR, you have the right to access 

the personal data processed about you. Please note 

the restrictions of Section 34 of the Federal Data Pro-

tection Act (BDSG). 

 Under Article 16 GDPR, you have the right to correct 

inaccurate personal data. 

 Under Article 17 GDPR, you have the right to delete 

personal data. Please note the restrictions of Section 

35 BDSG. 

 Under Article 18 GDPR, you have the right to restrict 

processing. 

 Under Article 20 GDPR, you have the right to data 

portability. 

 

Right to Object under Article 21 GDPR 

If we process your data based on legitimate inter-

ests (Article 6(1)(f) GDPR) or for the performance 

of a public task (Article 6(1)(e) GDPR), and reasons 

arising from your particular situation oppose this 

processing, you have the right to object to this pro-

cessing under Article 21(1) GDPR. 

Additionally, under Article 21(2) GDPR, you have 

the right to object to any type of processing for di-

rect marketing purposes. 

You can submit your objection at any time without for-

mal requirements. For the best possible processing, we 

kindly ask you to use the following contact details: 

EnBW Energie Baden-Württemberg AG  

Durlacher Allee 93 

76131 Karlsruhe 

Telefon: +49 721 63-00 

E-Mail: kontakt@enbw.com 

8 Can you withdraw consents you have given? 

Should we process your data based on the consent you 

have provided, you have the right to withdraw your con-

sent at any time. Consequently, the processing of your 

data for the purposes covered by the consent will be dis-

continued. Please note that the legality of data 

processing carried out before the revocation is not af-

fected by the revocation. 

You also have the option of directing your withdrawal to 

your contact person in our company who will be able to 

assist you with the best possible processing. If you do 

not have a direct contact person or do not wish to ad-

dress them, you can also use the following contact de-

tails at any time: 

EnBW Energie Baden-Württemberg AG  

Durlacher Allee 93 

76131 Karlsruhe 

Telefon: +49 721 63-00 

E-Mail: kontakt@enbw.com  

9 Do you have the right to lodge a complaint with a 

supervisory authority? 

If you believe that the processing of your personal data 

violates applicable law, you can lodge a complaint with a 

data protection supervisory authority at any time in ac-

cordance with Article 77 GDPR. This applies without 

prejudice to other administrative or judicial remedies. 

10 Do you have to provide the data, or is the provi-

sion required for the conclusion of the contract? 

You only need to provide us with the personal data that 

we require for the establishment, execution, and termi-

nation of our business relationship or that we are obli-

gated to collect due to legal regulations. If you do not 

provide us with this data, we will have to decline the con-

clusion of the contract or will no longer be able to exe-

cute the contract. 

11 Is automated decision-making carried out based 

on your data? If so, how is it done, and what im-

pact does it have on you? 

No, automated decision-making does not take place. 

Should this be the case in exceptional circumstances, we 

will inform you separately. 

12 Can the data protection information change? 

Where can you find the most up-to-date version? 

As our data processing is subject to changes, we will up-

date our data protection information from time to time. 

If there are changes to the processing purposes, we will 

inform you directly. Otherwise, we publish updates to 

our data protection information 

at  www.enbw.com/datenschutz, where you can always 

find the latest version. Additionally, you are welcome to 

contact us if you would like a printed copy of our data 

protection information sent to you by post. 
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